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PLATFORM

Norwich University Applied Research Institutes

Command and Control Cybersecurity &
Emergency Management Preparedness Exercises

Incident & Emergency Response Planning

» Cybersecurity threats - Ransomware, DDoS, etc
« Physical Threats

e Crisis Communication Planning

« Business Continuity Planning

« Power Outages

» Emergency/Disaster Response Planning

» Natural Disasters/Extreme Weather

« COVID-19

NUARI was awarded funds from The Department of
Homeland Security to extend the DECIDE platform for the @ Homeland

Energy Sector. X Secu_rity

"Bringing players together in a safe, immerse environment where they can run
through existing response tactics allows them to identify vulnerabilities and
develop mitigation strategies prior to a real-life crisis. DECIDE offers
organizations seeking to bolster their cyber strategies a low-risk. High-value tool,
and we look forward to working with NUARI and our energy stakeholders to
customize the technology to their unique needs.” - Greg Wigton, DHS, S&T
Program Manager.

Types of Exercises the DECIDE Platform can help facilitate:

Discussion Based Exercises Operation Based Exercises

1. Seminars 1. Functional Exercises (FE)

2. Workshops 2. Full-Scale Exercises (FSE
3. Tabletop (TTX) . Full-Scale Exercises (FSE)

DEFENSE RESILIENCE

Seeks to keep attackers Prepares you for when
out of your network they get in

Command and Control exercises build
organizational resilience, and DECIDE was
created to help facilitate and engage
organizations through these types of exercises.



	NUARI was awarded $5.9 million from The Department �of Homeland Security to expand the Distributed �Environment for Critical Infrastructure Decision-Making �Exercises (DECIDE) cyber-training platform.



